Abstract-A technique for features extraction on thermograms of face and neck regions, characterizing subjects and their following psychophysiological states: normal (calm), drowsiness and a state of alcohol intoxication is proposed. A method of subject-dependent recognition of these states (with the need to create templates of each person's states) is proposed with an error rate of 1.5% and subject-independent state recognition (no templates are required) with an error rate of 24.2%.
I. INTRODUCTION
With the development of information technologies and the increase in the degree of control process automation, the problem of interaction between the human operator and computer and information-telecommunication systems is exacerbated. In many spheres of human activity there is a tendency to increase the parts of errors committed by a person on the background of increasing the reliability of machines and enhancing the role of the "human factor". The operator is the main element of the "human-machine" system, because he sets tasks, controls the process of functioning and analyzes the result of the work of machines. Therefore, monitoring the psychological state of the operator is an important problem. It's possible to identify the psychological pathology of a potential employee-operator (job seeker) using medical examination. The situation is more complicated with the temporary changes recognition in the psychoemotional state of the subject, caused by the impact of psychoactive substances and chronic forms of fatigue. Working in a state of overfatigue or alcohol intoxication, causes a sharp increase of errors associated with the "human factor". Employee inadequately assesses his capabilities, reduces his level of concentration, there is a deterioration of the peripheral field of vision and distortion of reality perception. The National Council for Transport Safety (USA) investigated 182 incidents that occurred between 2001 and 2012, as a result fatigue was named the cause of 20% of the incidents [1] . Annually in the world from technogenic accidents perish up to 200 thousand people and about 120 million are injured. The main reason is the "human factor". Operator's mistakes are often caused by intoxication (under alcohol or drug).
Existing methods for state identification are either contact, or do not allow to test a person in hidden mode without active involvement of the person in the procedure. This circumstance substantially limits the possibilities and application field of these methods.
The present study is devoted to the development of a method for operator's psychophysiological state recognition using thermal images (thermograms) of the face and neck regions.
II. CONCEPT OF HUMAN STATE
There are several definitions of "human state" concept [2] , in this paper, the following are of interest:
1. Functional state (FS), which characterizes the effectiveness of human activity or behavior and the ability to perform specific work [2] . Diagnostics of FS is based on the results of measuring psychophysiological information, as well as information on the quality of the subject's activity. This term is often used in the context of ergatic systems analysis and working efficiency. FS can reflect different levels of human function (depending on the context): physiological, psychological, and psychophysiological [3] .
2. Psychophysiological state (PPS) -a set of human properties reflecting the biological aspects of adaptation to environmental conditions changes and assessed based on the measurement of psychophysiological information [3] . This term is close in meaning to the previous one, these definitions are not identical. PPS reflects the psychophysiological level of human functioning.
3. Emotional state is a psychological state that arises in the process of the subject's vital activity and determines not only the level of information-energy exchange, but also the direction of behavior [2] .
All the definitions reflect, in varying degrees, the concept of "human condition". Nevertheless, when describing the results of the research conducted in this work, the term PPS is used, since this concept better emphasizes the psychophysiological nature of the recognized states.
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III. ACHIEVED RESULTS IN THE FIELD OF HUMAN STATES RECOGNITION ON FACE THERMAL CHARACTERISTICS
Thermal imaging is now used as a tool for non-contact measurement of the following physiological signs: blood flow [4] , heart rate, location and distribution of blood vessels [5] , respiratory rate [6] . Using thermal imaging cameras, it is possible to obtain information about the temperature distribution on the surface of a person's face, which changes with person state changes. In addition, the face region is intensely innervated by neural pathways, which significantly affects its physiological parameters. One of the most striking sign of constant stress is the frown. Frowning is caused by a contraction of the corresponding brow muscles. Activation of these muscles requires more blood, which comes from the supraorbital vessels. These vessels are located in the middle of the forehead and consist of two main branches. Increased blood flow in the supraorbital vessels raises the skin surface temperature in the forehead region.
A number of studies in the field of thermal imaging have shown that face thermal analysis can be used as a method for lie identification, since a sudden stress caused by a false statement of a subject entails an increase in blood flow in the periorbital region, and a constant tension leads to increased blood flow in the forehead [4] . During stress, there is also decrease in temperature in cheeks region, an increase of temperature of the carotid artery, and the average temperature of nose region is unchanged [4] .
The authors of [7] investigated the possibility of classifying states of fear, sadness and anger, as well as a normal state using data obtained from a thermal image camera. The face region was previously divided into six regions: the region of forehead, eyebrows, right and left eyes, nose, mouth. For all the regions, the coordinates used for the classification of states were calculated. The recognition of states in this work was carried out using the method of support vector machine (SVM). Each state was associated with one of the recognizable classes of image. The total number of classes was five (including the "norm" state). The technique used was "one against one": the classifier was trained on the examples of each pair of classes (emotions, states), thus, 5 2 classifiers were built. Also, the modification of the Boser-Guillon-Wapnik method of the SVM method (the kernel trick proposed by M.A. Aizerman, E. M. Braverman and L.V. Rosonoer for the method of potential functions) was used to construct a nonlinear classifier with the replacement of scalar products by arbitrary functionals (kernels). After several experiments with linear, quadratic, polynomial and radial cores, the polynomial kernel showed the best classification efficiency. As a result, the average percentage of correct decisions for different subjects was 87.5% [7] .
The authors of [8] studied changes in the temperature of the face caused by human emotions, provoked by visual stimuli. They proposed a frequency analysis of temporal data on the temperature of the facial skin surface for the classification of emotions according to the Fisher's linear discriminant analysis (LDA) based on the genetic algorithm. In [9] , a method for emotions classification based on the temperature characteristics of a person using the principal component analysis (PCA) method is proposed. The number of correct classification solutions for different subjects varied from 56% to 80%.
There are works on deception detection in the analysis of lie/truth responses, in which statistical algorithms or artificial neural networks are used. Some of these methods show fairly high probabilities of correct recognition: 0.87 [10] , 0.971 [11] . It was shown in [12, 13] that the thermal signals received in the eye region of subjects speaking false statements have a more drastic and significant change compared to the answers of persons speaking the truth. The authors of these studies [12, 13] analyzed the parameters of the eyes curves, assuming a bimodal distribution of these quantities. In the same papers, an algorithm for selecting optimal threshold values for the probability density functions of these quantities is described, depending on the thresholds, a conclusion is made as to whether the thermal image belongs to the class "lie" or "truth". The method proposed in [12] allowed to correctly recognizing false statements in 84% of cases, the following value was achieved in [13] : 91.7% of correct lie detection for 24 subjects [13] .
The results of the research indicate the possibility of using thermal imaging to recognize the state of "fright" [14] , "fear" [15] , emotional excitement [16] and joy [17] .
IV. FORMATION OF THE BASE AND ANALYSIS OF THERMOGRAM. FEATURE EXTRACTION
A feature is an arbitrary physical quantity that characterizes a person's PPS. The thermogram is converted into a vector of features values By the totality of the characteristics, it is possible to recognize subject's state on thermograms.
An experiment was conducted on the database formation of thermogram samples involving 65 subjects. Each subject was "introduced" alternately into following states:
1. Normal (calm, adequate) condition. In this state, the subject was not exposed to any influences. The experiment was conducted at the beginning of the working day.
concentration for drivers of vehicles in Russia and leads to statistically significant changes in HRV.
Confirmation of the "transition" to the corresponding PPS was made by Holter's monitor "Cardiotechnika-04" on the change of the subject's pulse.
Each subject performed a test task on the computer, being in the appropriate state. The test task lasted 20 minutes. In the process of performing the task, a thermal imaging survey of the subject's face and neck regions was performed (the Nec th 7100 thermal imager was used, the orientation of the survey was facet). All the thermal video recordings were laid out on frames (thermograms).
Location of the human face region (facial skin) was performed by finding the threshold brightness of the face image (face temperature) calculated by the Otsu method [18] . This method selects the threshold k* to minimize the interclass dispersion of black and white pixels. To improve the detection performance of individuals, the threshold temperature level corresponds to a coefficient that linearly depends on the average temperature value in the image. The selected value of threshold k* allows to convert the original image into a binary one. The resulting binary image is represented as a collection of smaller areas, and the face region, due to a higher temperature, forms a single region, which later easily breaks into subregions (eyes, nose, mouth, etc.).
When a person's PPS changes, the nature of the temperature distribution and the dynamics of its change in different parts of the human face varies. Considering this, the face area was divided into four regions (horizontal partition):
1. forehead.
2. eyes and nose bridge.
3. nose and mouth.
neck.
Based on the known information on the size of the head, the anthropometric ratio of the face regions (the so-called "golden section" of the face) [19, 20] and the results of the analysis of examples of thermograms, a detector was proposed in [21] , which, in combination with the modifications described in [22] allows to identify such areas of the face as forehead, eyebrows, eyes and nose. The selection of the mouth and neck regions is based on the geometry of the face: mouth region was limited to the nose region (top) and the subsequent narrowing in the neck region (bottom). Using this detector and isolating the mouth and neck regions, the thermal image of the face was divided into four horizontal sections.
It is known that with transition to another PPS, the temperature distribution of the left and right half of the face may differ [23] . Therefore, it is decided to divide the face area into two vertical parts: the right and the left in accordance with the bilateral axis of the person passing through the middle of the line connecting the inner corners of the eyes and the tip of the nose. For the correct definition of the axis of symmetry, the image of the face area should be aligned with the inclination of the head. Alignment was realized on an unnormalized image. First, using the iterative learning algorithm of Lucas-Canade [24] , two key points are automatically selected in the image -the inner corners of the eyes. The corners of the eyes are the "hot" points on the thermogram, and concentration center of the maximum temperature region. A straight line is drawn through the middle of the line connecting the key points parallel to the yaxis. Thus, for the subsequent calculation of features, the subject's face region was divided into 8 sub-regions (Figure 1 ).
The features used were:
-mean values of the brightness functions a(z) of the pixels of the selected subregions, where z is the ordinal number of the pixel in the subregion, depending on its coordinates x, y;
-average values of the color components of the pixels r (z), g (z), b (z) of the selected subregions (the pixel color was described by the RGB model);
-correlation coefficients between the functions a il (z) and a ir (z), r il (z) and r ir (z), g il (z) and g ir (z), b il (z) and b ir (z), which belong to different subregions, where i is the sector number, l is the left side, r is the right side.
Thus, these features characterize the temperature and asymmetry of the temperature of the subject's face and neck regions in a special PPS. The total number of features is 64. These features have a distribution (distribution low) close to normal (Figure 2 ). In this case, the areas of intersection of the probability density functions of these features, characterizing the different states of the subjects significantly differ from 1, thus, these features characterize the PPS of the subjects. For some subjects, some of the signs vary significantly in the normal and changed states, but are similar in drowsiness state and the state of alcohol intoxication (Figure 3) . 
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V. METHOD OF PPS RECOGNITION
The algorithms for identifying a subject's PPS of can be realized on the basis of the method of sequential application of the Bayesian hypothesis formula (SABF) [25] , which consists in calculating the integral a posteriori probabilities of hypotheses in a number of steps, equal to the number of features, using formula (1). Each hypothesis implies that the subject is in a particular PPS. At each step, the a priori probability assumes the a posteriori probability calculated in the previous step, the probability density of the value of the next feature is applied to the input as a conditional probability. SABF allows realizing a PPS recognition method in two variants:
1. Subject-dependent recognition (SDR) of PPS. In this case, it is required to create a template for each PPS for each subject individually. The template is the parameters of the probability density functions of the features (in this case the distribution law can be considered normal), characterizing a certain state and obtained by statistical processing of the subject's thermograms, for which the template is created in certain state.
2. Subject-independent recognition (SIR) of the PPS. It is required to generate one template for each PPS, calculating the parameters of the probability density function of the features from the independent data of the person's thermograms obtained from the thermal survey of various subjects in the state for which the template is created. The more subjects can be involved to build a template, the more accurately the parameters of the probability density functions of features characterizing different PPS will be calculated. From each subject in this case it is required to obtain one thermogram.
In the first case, it is required to create template for each subject, for each subject's PPS. When recognizing a PPS, the subject must first be identified and authenticated.
In the second case, it is required to create common templates of PPS for all subjects. It is assumed that it is possible to recognize the states of even those people who did not take part in the formation of the template. In this case, the identification of the subject is not required, but the probability of recognition errors in this case will be much higher. To reduce the number of errors, it is possible to identify groups of subjects and to create templates for each one (for example, separately male and female, for a certain age group of subjects, etc.), but this approach requires additional studies and confirmation of dependence of the used features from the relevant criteria for dividing people into groups.
Using the available thermograms of the face of 65 subjects, a computational experiment was carried out to evaluate the errors of the SDR and the SIR of PPS. Each thermogram was transformed into a vector of features values (the estimation of the number of errors of this transformation was not performed, the values of the features were fed to the input of the SABF method regardless of the calculation correctness). To form the standard of the PPS of the subject (calculating of the parameters of the corresponding probability densities of features), 21 thermograms of the corresponding subject were
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14 Nov-16 Nov 2017 used in the case of SIR. In the case of SDR, 2 templates were formed: "normal state", "changed state". To form the first template, one thermogram was used from each subject in the normal state, to form the second one, one thermogram from each subject in a drowsiness state and one in a state of alcohol intoxication. This approach was decided to use based on GOST R 52633.5-2011, which regulates the process of training artificial neural networks in biometric authentication applications. In this standard, it is recommended to use at least 21 examples of biometric data of an authentic subject (the "legal user" image), but it is recommended to use at least 64 independent examples to learn from the data of unknown subjects (the "all illegal users" image). 64 biometric samples obtained from other random people. The data not used in the training of the classifier based on SABF was used for its testing. The probability of errors was calculated as the ratio of the number of errors to the total number of experiments. The results of the experiment can be seen in Figures 4-5 . With SDR of PPS all the features considered are sufficiently informative (they increase the probability of correct decisions of the SABF method as a whole), however, when going to SIR, the informativeness of the features decreases sharply, since these features characterize not only the PPS, but also the subjects. On the informativeness of the features for the purposes of the SIR of PPS it can be judged from Figures 6-7 , where Sq(f н (x j ), f и (x j )) is the intersection area of the probability density functions, j is the feature number, f н (x j ) is the probability density function of the j th feature, 
) and |C(j,k)|, the more informative is the j th feature as a whole for the subjects. Fig. 6 . Areas of intersection of the features' probability densities characterizing different PPS in SIR. Many of the features considered in the SIR of PPS become ineffective and adversely affect the likelihood of correct solutions of the SABF method. Therefore, the result shown in Figure 5 was obtained using only the 33 most informative features. The features were selected empirically, based on the (Fig. 6-7) . The experiment on the SIR of PPS was carried out in several iterations, each of which eliminated the least informative feature according to Fig. 6-7 . The process continued until a reduction of error probabilities of PPS recognition was achieved, with 32 features and fewer errors started to increase. Also, with the SIR of the PPS, the number of subjects simultaneously submitted to the input of thermograms for the adoption of each identification decision increased, thus reducing the number of errors. As can be seen from Figure 5 , when more than 3 vectors of features values (data of more than 3 thermograms) are fed to the input of the SABF method, the probability of error does not practically reduce.
V. CONCLUSION
A method for determining of 64 features identifying the following psychophysiological (PPS) states of subjects:
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14 Nov-16 Nov 2017 normal (calm), drowsiness, a state of mild alcohol intoxication, is proposed. A method of subject-dependent and subject-independent recognition of PPS based on the Bayesian hypothesis formula is proposed. In the first case, in order to recognize the state of a particular person, it is required to create templates for persons' PPS, in the second case it is not required (2 templates are first formed for all people at oncenormal state and changed one).
The experiment on recognition of PPS with the participation of 65 subjects was carried out. The probability of errors of subject-dependent recognition of PPS from data of one thermogram for different subjects varies from 0.001 to 0.051. The distribution of these probabilities is close to the exponential law (for more than 45% of the subjects the error probability did not exceed 0.008), while the mathematical expectation of the recognition error probability is 0.015 and the standard deviation is 0.014. The found features are dependent on the temperature distribution of each individual person. Therefore, the probability of errors of subjectindependent recognition was significantly higher: using one thermogram -0.301, using two thermograms -0.264, using three thermograms -0.25, 8-0.242.
In the future work, it is planned to improve the method of feature selection by applying the method of Viola-Jones (et al.) [26] in the analysis of the binaryized thermograms [26] , and also to apply other approaches to making decision process, in particular, wide artificial neural networks, quadratic forms networks and Multidimensional Bayes functional [27, 28] .
